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INTRODUCTION

Rob Main

▪ 34+ years of experience in Information Technology and Cybersecurity

▪ Certified Government Chief Information Officer – UNC-CH

▪ Masters of Business Administration – ECU

▪ Bachelor of Computer Science Degree – Troy University

▪ 25-Year military veteran (USAF and NC Air National Guard)
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Divisions of CISA 
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Cybersecurity Chiefs and Coordinators

CSA Locations

Region 10

Region 3

Region IV

Region 7

Region 8

Rick Gardner
Salt Lake City, UT

Region 9

Region 5

Region 1

Region 6

J.D. Henry  

Indianapolis, IN

Ben Gilbert
Richmond, VA

Mike Lettman
Phoenix, AZ 

Bruce Mirante
Honolulu, HI 

Stephanie Watt
Montgomery, AL

Theresa Masse
Salem, OR 

Region 4

Arielle Baine
Dover, DE

Derek Mueller
Harrisburg, PA

Rob Main
Raleigh, NC

Ian Moore
Olympia, WA

Stan Gatewood
Atlanta, GA

Sean McCloskey
Charlotte, NC

Chief CSA Region 4

Terin Williams

Columbus, OH

Crystal Wilson
Albany, NY

Tony Enriquez
Chicago, IL

Chief CSA Region 5

David Sonheim
Denver, CO

Chief CSA Region 8

Joe Oregon
Laguna Niguel, CA
Chief CSA Region 9

Mark Kirby  

Little Rock, AR

Joseph Frohlich
Helena, MT

William Nash
Madison, WI

Chris Gabbard
St. Paul, MN

Mike Tetreault
Providence, RI

Anthony Zissimos
Trenton, NJ

Yolanda Williams
Tallahassee, FL

Richard Rossi
Concord, NH

Colin Glover  

Frankfort, KY

Mark Breunig
Anchorage, AK

Mario Garcia
Sacramento, CA 

Rich Berthao
Hartford, CT

Ron Ford
Boston, MA

Deron McElroy
San Antonio, TX

Chief CSA Region 6

Michael Jackson  

Oklahoma City, OK

Joshua Stemp
Boise, ID

Jim Edman
Pierre, SD

Tanya Taplin
Bismarck, ND

Region 2

Richard Hays
Carson City, NV 

Ernesto Ballesteros  

Austin, TX

Jody Ogle  

Charleston, WV

Robert Graham  

Jefferson City, MO

Edward Bobola

Lansing, MI

Cheri Ayoub

Montpelier, VT

Jason Schaum
Annapolis, MD

Vacant
Atlanta, GA

Greg Mallette
Jackson, MS

CL Clay
Columbia, SC

Nicholas 

Brand

Indianapolis, IN

Geoff Jenista
Kansas City, KS

Chief CSA Region 7

Chris Callahan
Seattle, WA

Chief CSA Region 10

Daniel King
Boston, MA

Chief CSA Region 1

Rich Richard
New York, NY

Chief CSA Region 2

Arielle Baine
Philadelphia, PA

Chief CSA Region 3

Andrew Buschbom
Santa Fe, NM

Tim Walsh
Cheyenne, WY
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Know Thy Enemy
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Cyber Threat Actors
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Mechanics of a Cyber Attack - 1
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Mechanics of a Cyber Attack - 2
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Beyond the Headlines: What is Ransomware?

Ransomware is a form of malware designed to encrypt 

files on a device, rendering any files and the systems

that rely on them unusable. 

Malicious actors then demand ransom

in exchange for decryption. 

Ransomware 101

BLANK
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Preparation phase: How are staff trained and prepared? What tools 

and resources are they armed with to respond to ransomware 

incidents? Consider awareness and education for users here.

Identification phase: How do you recognize and detect a 

ransomware incident? How do you go about understanding the strain 

of ransomware, attack vector, and attack group through gathering 

data and performing initial analysis?

Containment phase: For ransomware incidents, it is imperative that 

infected systems are quickly contained to limit the damage. How will 

you contain the incident from spreading to network shares and other 

connected devices? 

How to Prepare for, Mitigate Against

BLANK
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▪ Ransomware incidents can severely impact business processes and leave 

organizations without the data they need to operate and deliver mission-critical 

services. 

▪ Malicious actors have adjusted their ransomware tactics over time to include 

pressuring victims for payment by threatening to release stolen data if they refuse to 

pay and publicly naming and shaming victims as secondary forms of extortion. 

▪ The monetary value of ransom demands has also increased, with demands for 

millions of dollars becoming commonplace. 

▪ Ransomware incidents have become more destructive and impactful in nature and 

scope. 

Infects…Encrypts…Extorts

BLANK
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Methods of Infection

The following can all be vectors of 

infection for ransomware attacks:

• Phishing

• Compromised Websites 

• Malvertising

• Exploit Kits

• Downloads

• Messaging Applications

• Brute Force via RDP

BLANK
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Trend: Ransomware-as-a-Service (RaaS) Model

• Ransomware families selling RaaS to other 

cybercriminals 

• Popularity increases → Barriers to entry drop, 

becomes scalable, more efficient.

• Enables relatively unskilled bad actors to access 

complex tools and the environment from which to 

run their campaigns. 

• The “commoditization” of the ransomware threat: 

Entrepreneurial Operators, including NetWalker, Nefilim, and Sodinokibi/REvil all provide access to partners in 

pre-agreed profit-sharing arrangements.

• Increased investment in many of the platforms themselves, upgrading their core ransomware systems to stay 

ahead of the good guys and evade detection.

BLANK
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▪ Weaponized: One part Ransomware, 

One Part Data Breach

▪ Old Paradigm: Victim’s data encrypted, actor locks 

victim out of their own files. If victim refuses to pay 

the ransom, the actor destroys their files.

▪ New Paradigm: 

▪ Attacker exfiltrates data (e.g., large 

quantities of sensitive proprietary or sensitive information,) before encryption. 

▪ Attacker threatens to publish unless ransom paid, often will release small portions of data online. 

▪ If negotiation goes badly, attacker publishes all data and/or sells to a third party – putting added 

pressure on enterprises to meet the hackers’ demands.

Trend: Double Extortion

BLANK
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Critical Infrastructure Impact
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Consequences of Cyber Attacks
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Costs associated with notifying customers

Caused a breach for 3rd-party providers

Negative impact on brand or reputation

Reduction in business performance indicators

Lost customers

Solvency or viability of business threatened

Greater difficulty attracting new customers

Fine that had significant impact on business

Lost business partners

Nothing has changed in the past 12 months

Source: Statista 2024
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Change Healthcare Breach – 21-Feb-2024
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▪ What We Know:

▪ BlackCat/ALPHV attackers loitered on Change Healthcare systems 

for nine days before deploying ransomware

▪ Initial access gained through Change Healthcare Citrix portal by 

leveraging compromised credentials (MFA not enabled)

▪ Lack of/poor segmentation allowed attackers the freedom of move-

ment for additional internal discovery

▪ UHG (acquired Change in Oct ‘22) was self-insured and incurred $872M in IR&R costs

▪ Double extortion involving the ransom payment of $22M for decryption and additional payment 

to prevent the release of exfiltrated data

▪ Delay in claims processing* costs exceeded $6B for approximately 900,000 physicians, 33,000 

pharmacies, 5,500 hospitals, and 600 laboratories (* half of all US claims)
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▪ CISA collaborates with the cybersecurity research community, infrastructure providers, and 

cyber threat intelligence companies to receive tips on potential early-stage ransomware 

activity

▪ Ransomware actors often take some time after gaining initial access to a target before encrypting or 

stealing information, a window of time that often lasts from hours to weeks. This window gives CISA 

time to warn organizations that ransomware actors have gained initial access to their networks.

▪ These early warnings can enable affected organizations to safely evict the ransomware actors from 

their networks before the actors have a chance to encrypt and hold critical data and systems at 

ransom

▪ These notifications can also significantly reduce potential loss of data, impact on operations, 

financial ramifications, and other detrimental consequences of ransomware deployment

CISA’s Pre-Ransomware Notification Initiative (PRNI)

23
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▪ Prevent ransomware incidents

▪ Prevent ransomware actors from making business models 
sustainable

▪ Limit the social harm that results from successful encryption
▪ citizens, customers, and cybersecurity teams

▪ Drive public-private collaboration for scalable disruption of 
ransomware groups

▪ BUILD TRUST

✓1,213 Pre-Ransomware Notifications in 2023

✓1,600+ so far in 2024

✓40 International Governments Notified

Impact of the PRNI Program

24
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CISA Notification Process
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1

• Build Partnerships with researchers and CTI teams who provide regular, high-confidence tipping of 
pre-encryption ransomware gang or initial access broker intrusions

2

• CISA conducts basic vetting of tip, and sends a notification with tailored hunt guidance via regional 
cyber personnel or international CERT partner to affected organization

3

• Regional cyber personnel or National CERT conducts out-of-band notification. CISA HQ supports 
follow up questions and specialized assistance.

??

• Stop ransomware and share feedback from affected entity.
• Share tactics, techniques and procedures to broaden understanding of the threat actors and disrupt ransomware:

• CISA Advisories

• Known Exploited Vulnerability (KEV) Catalog Updates

• Ransomware Vulnerability Warning Pilot (RVWP)
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Intrusion Vectors/Initial Access 
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Theft of Legitimate Credentials:

▪ Phishing, including Phishing as a Service kits that also steal session cookies

▪ Stealer logs harvested for credentials

Exploitation of Internet-facing Vulnerabilities:

▪ Threat actors usually use a public proof of concept

▪ Commonly VPNs and other edge devices

Pre-existing Malware Infections:

▪ Malvertising and imposter installers or app downloads

▪ Exploitation of web vulnerabilities to facilitate search engine optimization (SEO) poisoning that enables 

threat actors to obtain malware infections

Remote Desktop Protocol (RDP) Brute Forcing
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Eradication phase: How will you perform a forensic analysis of data 

to determine the cause of the incident, remove the ransomware from 

infected devices, patch vulnerabilities and update protection? 

Recovery phase: How will you return to normal operation? Re-

imaging or restoring from backup may not work if the ransomware lay 

dormant during the last image or backup cycle, or if part of the 

ransomware attack was to seek and destroy back-ups.

Post-Incident phase: After the incident is resolved, what can you 

learn to prevent it from happening again in the future? How will you 

document the incident? Detail improvements to IR plans, additional 

security controls, preventative measures or new security initiatives?

How to Respond to, and Recover From

BLANK
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Executive Decision-Making Considerations

CISA encourages organizations to develop a Ransomware Playbook that provides the practices for 

response as well as illustrates critical points for executive leadership involvement, including how to 

respond. Executives will have many considerations, including:

▪ Recommendations from in-house Legal Counsel, 

Board, etc.

▪ The impact of maintaining manual operations

without interrupting business services.

▪ The impact to partner systems and operations. 

▪ Do we have Cyber Insurance coverage?

▪ Reputational/Brand risk exposure. 

▪ Financial risk and legal cost/benefit analysis

USG strongly recommend against paying ransom 

BLANK
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Call to Action
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▪ Review the CISA Stop Ransomware Guide 

▪ Adopt the Cybersecurity Performance Goals (CPG), such as: 

▪ Mitigate Known Vulnerabilities (apply system patches) (1.E)

▪ Network segmentation (2.F)

▪ Use Phishing-Resistant Multifactor Authentication (MFA) (2.H)

▪ Deploy security.txt files (4.C)

▪ Enroll in CISA’s no-cost Cybersecurity Services 

▪ Cyber Hygiene (CyHy) Vulnerability Scanning

▪ Remain aware of the latest alerts and advisories CISA provides in 

response to emerging vulnerabilities and threat activity

CISA Resources

▪ CISA Stop Ransomware

▪ CISA Stop Ransomware Guide

▪ Report Ransomware

▪ CISA RVWP

▪ CISA PRNI

▪ Joint Ransomware Task Force (JRTF)

▪ CISA KEV Catalog

▪ CISA BOD 22-01 [KEV Catalog] 

FAQs

▪ Additional KEV information

▪ CISA CPGs

▪ CISA Alerts & Advisories

https://www.cisa.gov/stopransomware
https://www.cisa.gov/resources-tools/resources/stopransomware-guide
https://www.cisa.gov/stopransomware/report-ransomware
https://www.cisa.gov/stopransomware/Ransomware-Vulnerability-Warning-Pilot
https://www.cisa.gov/news-events/news/getting-ahead-ransomware-epidemic-cisas-pre-ransomware-notifications-help-organizations-stop-attacks
https://www.cisa.gov/joint-ransomware-task-force
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/news-events/directives/bod-22-01-reducing-significant-risk-known-exploited-vulnerabilities
https://www.cisa.gov/news-events/directives/bod-22-01-reducing-significant-risk-known-exploited-vulnerabilities
https://www.cisa.gov/known-exploited-vulnerabilities
https://www.cisa.gov/cross-sector-cybersecurity-performance-goals
https://www.cisa.gov/news-events/cybersecurity-advisories/


CSC Rob Main

September 11, 2024

TLP:GREEN

Incident Reporting
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Why report cyber incidents?

o For situational awareness

o For decision making

o Requesting response assistance

When to report a cyber incident?

If there is a suspected or confirmed cyber attack or incident that:

• Affects core or critical business functions;

• Results in the loss of data, system confidentiality, integrity, and/ or 

availability; or control of systems; 

• Indicates malicious software is present on critical systems

Who to report cyber incidents to?

o Leadership, public affairs, legal and other internal stakeholders

o Relevant vendors

o Law enforcement and other government agencies

o Cyber insurance providers

o Appropriate 3rd party incident response teams

TLP: GREEN
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Bottom Line

TLP: GREEN
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General Inquiries

CISARegion4@hq.dhs.gov

CISA Contact Information

Rob Main
CSC - Raleigh NC

CISA Region 4

Rob.Main@cisa.dhs.gov

Contact

CISA Resource Hub

https://www.cisa.gov/cyber-resource-hub

TLP: GREEN

mailto:CISARegion4@hq.dhs.gov
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